U.S. Department of Homeland Security
500 C Street, S.W.
Washington, D.C. 20472

W-14002

January 27, 2014

MEMORANDUM FOR: Write Your Own (WYO) Company Principal Coordinators and the

National Flood Insurance Pro?a IP) Servicing Agent

FROM: Edward L. Connor
Deputy Associate Administrator for Federal Insurance \%

SUBJECT: PCI Compliance Validation (LQ

This bulletin is to announce that FEMA’s PCI Compliance Rey, is March 3, 2014.
As a reminder 1) all of our merchants must maintain comg% CI Data Security Standard at

all times; and 2) service providers are still required to somp th®SAQ D, even if using pay.gov.

Using pay.gov does not exempt anyone from complet Q D. Therefore FEMA will be
requesting proof of compliance annualiy fro roviders.

I am sure many of you are fam qun‘ed But for those who are not as familiar; in order
for our Service providers to pll 3 FEMA needs the following:
1) Companie the Attestation of Compliance AOC, SAQ D — Service Provider
Ver51 se th below to complete the AOC (SAQ D) form. Submit the AOC SAQ D by
arch 1. You can submit them electronically with appropriate signatures to the

mall address: jackie.taylor@dhs.gov

2) Her®is your link to the Attestation of Compliance SAQ D — www.pcisecuritystandards.org

3) After opening the website, look at the top of the page, click on the tab PCI Standards &
Documents. On the 4™ line down click on PCI Data Security Standard (PCI DSS}, (2010)

4) Under Documents Library, scroll down and click on the line for PCI DSS AOC — Service
Providers v2.0

5) Complete the first 2 pages if your company is compliant and complete the 3™ page
(Pt. 4 - Action Plan if you are in a noncompliant status.

6) If you complete the self-assessment questionnaire, there is no need to submit that to Jackie
Taylor.

7) If you have a certificate of compliance, there is no need to complete the required forms. Just
submit your certificate of compliance in place of the forms.

8) If your company does not accept credit card payments, there is no need to submit the required
forms. Please send an email to Jackie Taylor indicating that you do not accept credit card
payments.

If you have any questions, please contact Jackie Taylor at jackie.taylor@dhs.gov.

cc: Vendors, IBHS, FIPNC, Government, Technical Representative

Suggested Routing: Accounting

www.fema.gov


mailto:jackie.taylor@dhs.gov
http://www.pcisecuritystandards.org
mailto:jackie.taylor@dhs.gov
http://www.fema.gov
https://www.pcisecuritystandards.org/security_standards/documents.php?document=pci_dss_v2-0#pci_dss_v2-0




Accessibility Report





		Filename: 

		w-14002.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 0



		Failed manually: 0



		Skipped: 0



		Passed: 30



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



